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Opis tematu

s Zarzadzanie strumieniami znajduje
wiele zastosowan w biznesie,
logistyce, zarzgdzaniu sieciami

s PostanowiliSmy spojrzec na pakiety
TCP jako na strumien danych i
sprobowac przeanalizowac go pod
wzgledem niebezpiecznych sekwencji



COL

Tradycyjny system zarzadzania bazg danych nie
oferuje bezposredniego wsparcia dla zapytan
wymagajqcych ciggtego przetwarzania danych
typowych dla aplikacji monitorujacych. W celu
zapewnienia systemom monitorujgcym
dostatecznie wydajnego systemu zarzgdzania
danymi zaproponowano rozwigzanie trumieniowe.



Opis tematu

s Niebezpieczne sekwencje to w
naszym rozumieniu ciggi pakietow
wskazujgce na
e skanowanie portow
e badanie sieci
o wstrzykiwanie pakietow
e podszywanie sie
e anulowanie uwierzytelnienia



Opis tematu

Na przyktad podczas komunikacji
pojawia sie sekwencja pakietow z
nastepujgcymi flagami:

192.168.10.5 -> 192.168.10.1:18 SYN
192.168.10.5 <- 192.168.10.1:18 RST/ACK
192.168.10.5 -> 192.168.10.1:19 SYN
192.168.10.5 <- 192.168.10.1:19 RST/ACK
192.168.10.5 -> 192.168.10.1:20 SYN
192.168.10.5 <- 192.168.10.1:20 RST/ACK



Opis tematu

s [aka komunikacja wskazuje na TCP
SYN SCAN

= Moze byC wywotana poleceniem
nmap -sS 192.168.10.1



Opis tematu

s Jezyk CQL umozliwia nam w czasie
rzeczywistym analize danych |
wykrycie ,okienek” w strumieniu
nastepnie podjecie okreslonych
dziatan



Cele

s Zebrac baze danych wzorcow
podejrzanych zachowan

= Przygotowac zbior pakietow do
testow

= Napisac w jezyku CQL program do
analizy strumieni



Architektura systemu

PRIETW ANIE CQL

LIBFCAF

*LICH SIECH







Klasy operatorow uzywanych w
CQOL

Stream—to—Relation ] .
Belation—to—Relation

Belation—to—Stream

Figure 2: Operator classes and mappings used in abstract semantics




Istream (for “insert stream”) applied to relation R contains a stream element (s, 7) whenever
tuple s is in R(7) — R(7 —1). Assuming R(—1) = ¢ for notational simplicity, we have:
i v ) i " 2 _ y - .1-.
Istrean(R) = | J((R() - R(7 — 1)) x {7})

720

2. Analogously, Dstream (for “delete stream”) applied to relation R contains a stream element

(8, 7) whenever tuple s is in R(t — 1) — R(7). Formally:
Dstream(R) = | J((R(r — 1) — R(r)) x {7})
T=0

3. Rstream (for “relation stream”) applied to relation R contains a stream element (s, 7) when-

ever tuple s is in R at time 7. Formally:

Rstream(R?) = U (R(T) x {7})

T=0
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Time-based sliding windows

Two important special cases are T =0 and T = oo, When T =0, R(r) consists of tuples obtained
from elements of § with timestamp 7. In CQL we introduce the syntax “S Now]™ for this special
case. When T = oo, R(r) consists of tuples obtained from all elements of S up to 7 and uses the
SQOL-99 syntax “S [Range Unbounded].” We use the terms Now window and Unbounded window
to refer to these two special windows.

Rir)={s|{s, 7)€ S A (7 =7) A (7" 2 max{r - T,0}}}

Two important special cases are T =0 and T = oc. When T = 0, R{r) consists of tuples obtained
from elements of 5 with timestamp 7. In CQL we introduce the syntax “8 [Now]” for this special
case. When T = oo, R(r) consists of tuples obtained from all elements of 5 up to 7 and uses the
SQL-99 syntax “S [Range Unbounded].” We use the terms Now window and Unbounded window
to refer to these two special windows.




Tuple-based windows

A tuple-based sliding window on a stream S takes a positive integer N as a parameter and is
specified by following the reference to S in the guery with [Rows N]. Intuitively, a tuple-based
window defines its output relation over time by sliding a window of the last N tuples of an ordered
stream. More formally, for the output relation R of “S [Rews N1,” R(r) consists of the NV tuples
of 5 with the largest timestamps < 7 (or all tuples if the length of 5 up to 7 is £ N). Suppose
we specify a sliding window of N tuples and at some point there are several tuples with the Nth

most recent timestamp (while for clarity let us assume the other ¥V — 1 more recent timestamps
are unique). Then we must “break the tie” in some fashion to generate exactly N tuples in the
window. We assume such ties are broken arbitrarily. Thus, tuple-based sliding windows may be

nondeterministic—and therefore may not be appropriate—when timestamps are not unigue. The
special case of N = o¢ is specified by [Rows Unbounded], and is equivalent to [Range Unbounded].




Partitioned Windows

A partitioned sliding window on a stream S takes a positive integer V and a subset {Ay,..., 4%}
of §°s attributes as parameters. It is specified by following the reference to S in the query with
[Partition By Ay,...,A; Rows N]. Imtuitively, this window logic

ally partitions & into different
substreams based on equality of attributes Ay, .

oo Ay (similar to SQL Group By), computes a
tuple-based sliding window of size N independently on each substream, then takes the union of

these windows to produce the output relation. More formally, a tuple s with values a,
for attributes A;,..., 4, occurs in output instantaneous relation R{r) iff there exists an element

{5, 7"y € 5, ' £ 7 such that 7’ is among the NV largest timestamps of elements whose tuples have
values ay, ..., a. for attributes A,,.

SN/ £ R

.., 4. Note that analogous time-based partitioned windows
would provide no additional expressiveness over nonpartitioned time-based windows.




UWAGA

SCREENCAST



£ mc - fexport/home/inf71284

—v: Increase wverbhosity level [(use twice for more effect)
—d[lewvel]: Zet or increaszse debugging lewvel (Up ta 29 iz meaningful)
——packet-trace: 2how all packetsz sent and received
——ifli=st: Print host interfacesz and routezs [(for debugging)
——log-errors: Log errorsf/warnings to the normal-format output f£ile
——append-output: Append to rather than clobber specified output f£iles
——resume <filename>: Resume an aborted scan
——gtylesheet <path/URL>: X3L stylesheet to transaforim XML output to HTHL
——wehxinl: Reference stylesheet from Insecure.Org for more portabhle EML
——no-stylesheet: Prevent associating of 3L stylesheet w/XML output
MISC:
—&: Enable IPve scanning
—L: Enablez 0% detection and Version detection
——datadir <dirname>: Zpecify custom MNmap data file location
——gend-eth/-—-3end-ip: Send uzing raw ethernet frames or IP packets
——privileged: Aszsume that the uszer iz fully privileged
-V: Print wersion number
—h: Print thi=s help sumnary page.
EXAMPLES:
nmap -v —-A Scanme.nap.ord
nmap -v —-sP 192.1658.0.0/16 10.0.0.0/8
nmap —-v —-1iR 10000 -PO -p &80
SEE THE MAN PAGE FOR MANY MORE OPTICNS, DESCRIPTICNZ, AND EXAMPLES
inf712840@ i~ |




f mc - Jexport;/home;/inf71284
A o T Lo 0 T O nmap -8% -p 21,22,80 wyw.oS.put.poshah.pl .
Starting MNmap 4.11 | http://www. insecure.org/ nwap/ | at 20085-06-02 15:42 CEST
Interesting ports on libra.cs.put.posznan.pl (150.254.30.30) @

FORT STATE IERVICE

21/tep open ftp

2Z/tep open  =sh

g80/tcp open  http

1 TP address (1 host up) scanned in 6.379 seconds

L e I

Minap finished:




f‘ mc - /export/hom
- ' e ee e L = '\-!__!-"_ll._

'

]

.o H - e
" et m L I

sees # ids stream -1 ethl -g —pl -




# ids stream -1 ethl -q -p

Id=-Stream wversion O0.001
Gniffing on the device..
11:56:57.953944 IP 150.254.30.132 > 150.254.30.133 TCP 3¥N PALCEET

11:56:57.953948 IF 150.254.30.132 < 150.254.30.133 TCP B3T/ACK PACEET

WARNTING! TCP 3YN ZCAN DETECTED!




