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Abstract. This paper presents an extended architecture of a policy definition 
framework fine-tuned for service-oriented environments conforming to the 
SOA distributed processing paradigm. We establish key requirements for such 
a framework, and use these to confront existing distributed policy frame-
works. We also define a policy language destined to fulfill all recognized re-
quirements and give a brief overview of its syntax. 

1 Introduction 

Service Oriented Architecture (SOA [1]) is today a well-known paradigm for devel-
oping services distributed through a loosely-coupled environment encompassing 
different control domains. Services are made accessible typically by providing de-
scriptions for functions, related constraints and requirements for interactions. SOA 
implicitly decouples interaction entities into two distinct roles of service consumer 
and service provider. A policy represents some constraints or conditions of the ac-
cess to and use of a service or any other entity managed by any participant. Each of 
those constraints or conditions is expressed in the form of a policy assertion which 
may be evaluated and is ensured by policy enforcement mechanisms. Probably the 
most important attribute of SOA systems is high interoperability in spite of multiple 
development technologies and technical constraints of a service implementation. A 
security policy adopted for such a diverse and heterogeneous environment is re-
quired to manage security related problems of SOA interactions. In this paper we 
review the prerequisites for SOA-compliant security policy management framework 
and confront them with existing solutions. In response to several deficiencies, we 
propose a new language to fully support the SOA paradigm. 

This paper is organized as follows. Firstly, in section 2, we define key require-
ments for an adequate SOA-compliant security policy framework and review a rep-
resentative excerpt of currently available solutions. Secondly in section 3, we de-
scribe our proposal. Concluding remarks are given in section 4. 

2 Security policy framework for SOA 

In this section we attempt to define key requirements for a SOA-compliant security 
policy framework and language. In fact, a considerable number of separate issues 
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must be taken into account. Until now, a remarkable effort has been made to find a 
comprehensive solution, yet there is still no ready to use result which is able to 
cover all security requirements. Further, in subsection 2.1 we review some policy 
frameworks and emphasize their advantages and deficiencies.  

First we extract key features of an ideal security policy framework for SOA-
based systems. In order for such a framework to fully support the SOA paradigm we 
recognize the following requirements:  
1. Support for a distributed and loosely coupled system. A SOA policy is required 

to express not only authorization (access) restrictions (authorizing policy sub-
jects to access policy targets), what is currently typical, but also security obliga-
tions (by which a policy target expresses requirements that any interaction is ex-
pected to fulfill) and capabilities (by which a subject specifies mechanisms it can 
provide to fulfill target-side requirements) that must be satisfied by all partici-
pants of the service interaction (e.g. the communication protection will be set up 
most likely with negotiation of obligations and capabilities). Ability to express 
obligations and capabilities is imperative for true SOA environments, where in-
teractions (possibly nested) can be established automatically and dynamically 
without any human intervention or coordination. 

2. Distributed decision support. Large scale systems, especially-SOA based, can be 
composed into a federation. In this context we need ability to express security 
policies for other autonomic systems, acquire and incorporate security policies 
from other federated systems, define distributed trust relationships and rights 
delegation from one subject to another.  

3. Multilayer design. An ideal security policy language should have hierarchical 
design, in which the bottom layer provides connection to platform specific secu-
rity components and provides security functionalities for the next higher level, 
and each higher level allows to aggregate policy items in more abstract concepts. 
At the top, we should have a general human readable policy. 

4. Modular and extensible language. An ideal security policy language should be 
modular in order to allow easy extensions for custom needs. 

5. Low overhead for policy evaluation. Large number of policy statements and 
complicated decision chains will cause noticeable operating const. Therefore, 
policy statements should have a maximum simplified form. 
We believe that those principles constitute the foundation of security policy 

frameworks for any forthcoming SOA-compliant systems. 

2.1 Related work 

Many policy frameworks and languages have been proposed until now in literature. 
Some of them have reached a maturity and received real-world implementations. 
Here we review the most representative examples currently available in distributed 
systems.  

XACML (eXtensible Access Control Markup Language [2]) is a broadly used 
standard supported by OASIS and W3C. It offers an XML-based declarative lan-
guage for defining access control policy for WS services. It is the policy language 



recommended in the scope of WS-Policy [3] and WS-SecurityPolicy [4] frame-
works. XACML’s main problem is its very verbose XML notation, which slows 
down the processing and requires software assisted policy authoring, making asser-
tion analysis difficult. From a SOA point of view, limitations include the lack of 
possibility to specify obligation and capabilities for service interactions, as well as 
no delegation support or conflict avoidance procedures. Also, XACML operates on 
a centralized architecture inadequate for SOA-based systems. 

In addition to XACML which specifies an access control policy, SAML (Secu-
rity Assertion Markup Language [5]) is often used to transport security assertions on 
service interactions. Typically, assertions contain information that service providers 
use to make access control decisions.  

SecPAL (Security Policy Assertion Language [6]) is a logic-based authorization 
language from Microsoft. It is a research project intended to balance syntactic sim-
plicity with policy expressiveness. SecPAL has a flat architecture, but it offers some 
features which are interesting from the SOA viewpoint, such as delegation of rights, 
separation of duties, expiration constrains, among others. Its clear, readable syntax 
emerges from its very simple structure and statements which are very close to natu-
ral language. Effective decision procedures are formally confirmed by translation 
into Datalog with Constraints [7]. SecPAL also offers an option of automatic trans-
lation of rules into XML syntax, widely accepted in SOA systems.  

SecPAL is remarkably very friendly to read. Moreover, it is formally verifiable, 
has an important feature of flexibly expressing delegation of authority and offers 
automatic transformation to XML. Its ability to express a large set of domain-
specific constrains makes it a very complete but complex solution. Limitations 
mainly include lack of obligations and capabilities. 

Ponder [8] and Ponder2 [9] are language frameworks developed at Imperial Col-
lege. They offer a declarative, object-oriented and platform-independent language, 
that maps its records to low level functions in an existing underlying platform. Pon-
der has a very compact notation, although it is hardly readable because of its highly 
specialized grammar and syntax. The formal syntax allows, at least potentially to 
perform some automatic correctness evaluation of policy rules. The main advantage 
in the SOA-based environments is the support of distributed policy relationship. 
Ponder2 has adopted a multilayered architecture [10], but the quantity of distinct 
transformations required, makes this solution too complex for SOA systems. Yet, 
Ponder and Ponder2 are deficient in expressing distributed trust, interaction obliga-
tions and capabilities.  

As we have seen, none of the presented solutions fulfill all the requirements rec-
ognized at the beginning of this section, what limits their applicability for SOA-
based systems.  

3 ORCA framework  

In this section we outline our proposal for a policy framework for SOA-based sys-
tems, which aims at addressing requirements defined in section 2. Further, we pre-
sent a brief overview of the syntax of our ORCA language. 



Since it is extremely difficult to fulfill multiple requirements that we have recog-
nized in section 2, we adopt a layered approach to build a policy language model. 
Each layer focuses on a particular subset of the requirements, and provides fine-
tuned building blocks for a global policy of a SOA-based system. 

3.1 Framework architecture 

The proposed framework architecture conforms to and extends the basic security 
model proposed by ISO [14] and IETF [15]. Figure 1 presents key components of 
our framework architecture. 
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Figure 1. Policy data-flow model 

This figure gives an overview of how key elements are organized in a distributed 
services infrastructure. Separation of components allows for more flexibility in 
managing entire policy and provides a clear overview on policy decision evaluation 
and enforcement. PAP (Policy Administration Point) is a policy manager’s interface 
for definition and management of policy rules. PIB (Policy Information Base) is a 
kind of storage for policy rules. PAL (Policy Audit Log) is a place for keeping log 
trails about policy enforcement events. PDP (Policy Decision Point) is the heart of 
the framework, where policy rule calculations take place. PDP cache is responsible 
for caching PDP decisions, thus plays an important role in improving overall per-
formance of the framework. It is important to note that PDP cache must address 
cache coherency issues. This can be accomplished using session guarantees [16] or 
similar consistency management approaches. PEP (Policy Enforcement Point) is 
responsible for enforcing policy decisions made by the PDP. PIP (Policy Informa-
tion Point) is used for acquiring additional information, not available locally (in a 



local PIB) for the PDP, required to resolve proper decisions. Typically, PIP obtains 
information from other administration domains. This can be useful in federated 
systems where some part of knowledge needed to take proper local decisions can be 
distributed across entire federated system. We implement PIP, PDP, PDP cache, PIB 
and PAL as distinct SOA-compliant services. Moreover, we allow for a hierarchical 
relationship of several PDP services, governing fine-grained system sub-domains 
and composing a larger SOA environment. Interaction between distinct administra-
tion (top-level) domains is supported with use of PIP entities. 

3.2 Language architecture 

Since SOA environment spreads across multiple administration domains, it usually 
requires simple solutions for interoperability reasons. Therefore, our framework 
consists of only four layers (which gives a much simplified architecture compared to 
the proposition based on Ponder2 [10], for instance).  

Our policy language model is decomposed throughout only four most important 
layers of abstraction (Figure 2). At the top of our model, the System Model Layer is 
intended to specify only basic security prerequisites for system model items (i.e. 
metapolicy). This layer can benefit from UML-based languages which are helpful 
for system model designers. As this issue has been addressed in literature (e.g. [11], 
[12]) we are not concerned with this layer in this paper. The opposite bottom Physi-
cal Layer is device and service implementation-specific, and provides only low level 
access to different functionalities managed by higher layers (examples of such func-
tionalities are file system access control mechanisms or firewall configurations). 
Higher level policy rules will be mapped here onto corresponding configuration 
parameters of a given “physical” technology (e.g. JAAS permissions in an EJB 
application). This layer is also out of the scope of our interest in this paper.  

The System Layer is the best place for policy language suited for specifying SOA 
policy. Compared to [10] it combines the functionalities acquiring policy rules and 
analyzes them. This approach can be seen as a one step process whereas the ap-
proach presented in [10] as a two step process. We believe that the most adequate 
solution for the System Layer is a high-level human-readable language, well suited 
for specifying general policy rules as well as being easy to manage by people who 
do not necessarily have and extensive computer engineering background. Unlike 
suggestions in [11] where policy rules can become quite complex and require 
complicated parsing, we use for that purpose a constraint natural language with a 
very closed syntax and restricted keywords. Thus, we omit the heavily complex 
problem of parsing natural language. The keywords list is not hardcoded into our 
language framework. It may be easily extended by a system administrator. These 
keywords should be understandable for all kind of policy managers.  

Policy rules specified in structured natural language can be incomplete or con-
flicting with each other. A tool is needed to transform policy rules to an abstract 
logical model for correctness evaluation. This problem has already been well recog-
nized and addressed by some languages, in the usual case by directly using (or 
transforming policy rules into) a logic-based programming language as Prolog or 



Datalog (e.g. in SecPAL, Cassandra, Binder, Lithium, DL or RT/RTC languages). 
Due to space limitations we do not address this problem here.  

The Interaction Layer specifies rules related to particular system components 
(services) by instantiating general rules inherited from the System Layer into  
detailed policy assertions for each component. This layer perceives the entire system 
as a collection of concrete single services, and gathers knowledge about service 
interactions. In our framework we have decided to incorporate at this layer an auto-
matic translation to XACML/SAML, being both broadly understood in most Web 
services implementations.  

Hence, for the rest of this paper, we focus only on the System Layer and its lan-
guage. 
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Figure 2. Layered policy language architecture of ORCA 

3.3 System Layer policy rules  

We consider the following fundamental entities related to security policy: a target 
that is to be protected (e.g. resource or service); a policy subject performing actions 
on targets (e.g. principal or client issuing access requests); and mechanisms by 
means of which the target is protected. 

In spite of access control, obligations and capabilities are truly necessary in SOA-
based communication to allow both participants to agree on one of possible alterna-
tive security requirements. Moreover, policy rules should be expressed in a maxi-
mum simplified syntax, to facilitate full interoperability. Unfortunately, according to 
our knowledge, there is no language currently providing all these features. This 
makes it necessary to construct a new, simple policy language, allowing to define all 
required types of policy rules. 

We propose ORCA (Obligations-Requirements-CApabilities) policy language, 
based on a natural language (similarly to SecPAL), simple and easy to understand 
and manage in a SOA environment. It is a constrained natural-like language, with 
only few syntactical constructions allowed. Due to space restrictions, we cannot 
provide here a full description of the language. We give only some examples of 
policy rules.  

A generic form of a restriction rule syntax in ORCA is the following: 
<Subject> X can access <Target> Y for {<action>}, <condition>. 



where <Subject> is principal (user, role) or service; <Target> is resource or service; X 
and Y are constants or variables representing names, aliases or identities (local or 
global, including IP address, URL, UDDI, federated IDs, etc.); allowed actions are 
related to the target (ORCA defines the following keywords: invoke, read, modify, 
append, create, delete, full access or any access); finally, optional condition restricts 
the allowed action to a specific time, source, delegation, or with any self-defined 
predicate (the latter allows for simple policy extensions). As we may see, the syntax 
is pretty clear and easy to follow. For instance, a simple restriction rule might be: 

Role manager can access https://secret/ for {full access}. 

A sample predicate condition might be the following: 
User X can access file://Y for {full_access},  

if owner(file://Y)=X. 

As settled earlier, a very important condition for SOA-based systems is delega-
tion. The generic syntax of a delegation definition rule is the following: 

<Subject> X can delegate <Subject> Y for <Target> Z, 
<condition>. 

The delegation assertion will be included in a request message, e.g. as a SAML 
assertion or an instance of WSS security token [13]. Then, the allowed delegations 
may be used to express access restriction: 

Service http://secret/x-srv can access https://secret/x-file for 
{read, append}, on behalf of user j_bond. 

Two generic forms of an obligation rule syntax are: 
<Subject> X must <action> with {<attribute>}, <condition>. 

<Target> X requires to <action> with {<attribute>}, <condition>. 
where <action> is authenticate, sign or encrypt; and {<attribute>} is an ordered set of 
attribute IDs (e.g. WSS-compliant names of accepted digital signature algorithms). 

Generic forms of a capability rule syntax are also two: 
<Subject> X can <action> with {<attribute>}, <condition>. 

<Target> X can <action> with {<attribute>}, <condition>. 

Finally, a generic form of a distributed trust rule syntax is the following: 
<Target> X can trust <Subject> Y for {<action>}, <condition>. 

where <Subject> is a principal or an authority. 

4 Conclusions 

In this paper we proposed a novel security policy definition framework for SOA-
compliant environments. The proposal aims at addressing important requirements 
neglected by currently available solutions. The presented framework differs from 
most existing policy frameworks in focusing on aspects crucial for SOA-based sys-
tems, such as high modularity and extensibility, multilayered language design and 
support for interaction obligations and capabilities, among others. 

There are still some additional issues that may be valuable for SOA security pol-
icy. Good examples of such issues are information flow control (e.g. covered by 



DRM languages as XrML), automatic correctness evaluation and reliability re-
quirements definition. These however remain as further work for our framework. 
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