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Sieci bezprzewodowe
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Konfiguracja WLAN

komputery potaczone bezposrednio (ad hoc, IBSS
Independent Basic Service Set)
- sieci z punktami dostepu (infrastructure)

- BSS (Basic Service Set)
- ESS (Extended Service Set)

- sieci kratowe (mesh)

- sieci z mostami bezprzewodowymi (wireless bridge)
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Punkt dostepowy (access point)

- taczy LAN i WLAN
- funkcje dodatkowe (fat/thick AP):
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interfejs WAN
zarzadzanie z uzyciem SNMP/HTTP /konsoli
uwierzytelnianie
szyfrowanie/deszyfrowanie
filtrowanie ruchu

QoS /priorytety dla stacji
DHCP

serwer RADIUS
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Wybrane parametry konfiguracyjne AP

- SSID (Service Set Identifier)

- adres innego, preferowanego AP (jego BSSID, aka wifi-MAC)
- wiaczenie/wytaczenie rozgtaszania SSID

- numer kanatu (pasmo czestotliwosci)

- tryb ochrony: brak, WEP, WPA, WPA2, WPA3

- klucz o zadanej dtugosci (>128 bitéw jest ok)

- metoda uwierzytelniania (hasto, certyfikat)

- lista uprawnionych /nieuprawnionych adreséw MAC

- wybér anteny (wewnetrzna/zewnetrzna)

- warto$ci progdéw fragmentacji
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Karta WiFi na PC (1)

# iw dev
phy#0
Interface wlanO
ifindex 6
wdev Ox1
addr 94:e6:£7:17:0f:8e
type managed
txpower 0.00 dBm

multicast TXQ:
qsz-byt gsz-pkt flows drops marks overlmt hashcol tx-bytes tx-packets

0 0 0 0 0 0 0 0 0
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Karta WiFi na PC (2)

# ifconfig wlanO up
# iw wlanO scan
BSS 94:9b:2c:0a:78:e0(on wlanO)

freq: 2472.0
beacon interval: 100 TUs
capability: ESS Privacy ShortSlotTime RadioMeasure (0x1411)
signal: -75.00 dBm
last seen: 17 ms ago
SSID: eduroam
Supported rates: 6.0% 9.0 12.0% 18.0 24.0% 36.0 48.0 54.0
DS Parameter set: channel 13
TIM: DTIM Count O DTIM Period 5 Bitmap Control Ox1 Bitmap[0] 0x0
Country: PL Environment: Indoor only
Channels [1 - 13] @ 20 dBm
Power constraint: O dB

RSN: * Version: 1

* Group cipher: CCMP

* Pairwise ciphers: CCMP

* Authentication suites: IEEE 802.1X

* Capabilities: 1-PTKSA-RC 1-GTKSA-RC MFP-capable (0x0080)
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Zadanie 1

1. Podtacz komputer do portu nr 1 Mikrotika. W domyslne;j
konfiguracji, do portu tego przypisany jest adres
192.168.88.1/24.

2. Na interfejsie komputera, poprzez ktéry przytaczony jest do
Mikrotika, skonfiguruj adres z sieci 192.168.88.0/24.
3. Konfigurowanie Mikrotika mozliwe jest:

- przez interfejs webowy: https://192.168.88.1, login: admin,
bez hasta
- przez ssh: ssh 192.168.88.1, login: admin, bez hasta

4. Nalezy pomina¢ nadawanie hasta.
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Konfiguracja domysina (1)

® © ® @ Router0S router configuratio. X +

<« G @  ANotSecure 192.168.88.1/#System:Password.Change_Now Yt O ™ B o

@ mikroTik

RouterOs

You have connected to a router. Administrative access only. If this device is not in your possession,
please contact your local network administrator.

WebFig Login:

Login: |admin

“

Winbox  Graphs  License  Help

© mikrotik
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Konfiguracja domysina (2)

® © ® @ Mikrotik HEDOBHV8TB4 - Ch X + M
<« G [  ANotsecure 192.168.88.1/webfig/#Quick_Set ¥ O ® & 0 @
Mikrotik HEDOSHVST64 Fooemoce | & [0 | quase [ weorg [ rermna [ =]

Home AP Dual Quick Set

active

v Internet

Address Acquisition @static OAutomatic  OPPPoE

1P Address (192168881 |
DNS Servers v
MACAddress  [48:A9.8ABBDES5 |
Firewall Router [
v Local Network
P Address  [0000 |

Bridge All LAN Ports ()

DHCP Server ()
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Konfiguracja domysina (3)

® © ® © Mikrotik HEDOSHVST64-Ch X +

¢« 5> C @ ANotsecure 192.168.88.1/webfig/#System:Password.Cha... Yt O B & o« O 0 :
2 Wireless
= Interfaces
& WireGuard

Mikrotik HEDOSHV8T64

4 safe Mode Quick Set Terminal

» Your password has expired,
- please change it!
-
-
B I —
&7 RADIUS
J Tools >
3 Partition
)| Make Supout.rif
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Konfiguracja domyslna (4)

® © ® @ Mirotik HEDOBHVETE4 - Wi X  +

€ 5> G @ AnNotSecure 192.168.88.1webfig/#Wireless

* O B> & O 0O

Tnterfaces. Mikrotik HEDOSHV8T64

& WireGuard

WiFi Wave2 Channel
L PPP

2 Safe Mode

b |

Quick Set. WebFig Terminal

Security || AAA | Datapath | Interworking | Registration

34 Bridge

e ot | rovsioing | Radios | Remote caP

i Switch
*'2 Mesh
=P
& 1Pve
L mps
7 Routing
| System
& queues
4 Dot1x
Files
| Log
&7 RADIUS
2 Tools >
#3 Partition
b Make Supout.rif

[ 2items

Comment & Name

viviviv|v

LIEl v wii1
LIE xme winz

WiFi Wave2

WiFi Wave2

Actual MTU L2 MTU Tx Rx
|0bps 0bps
\ [obps 0bps
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Konfiguracja domysina (5)

® © ® @ Mikrotik HEDOBHV8TBA - Wi X + M
< G @  ANotSecure 192.168.88.1/webfig/#Wireless.Radios ¥ O ® & O @
__ Wireless —
— Mikrotik [ Fsoremoae] & [ 6 || quoset | weorg | termna [ =]

% WireGuard

% Dot1X

Log
RADIUS

2 Tools

4 Partition

b Make Supout.rif

viviviv|v

Wifi Wave2 | Configuration | Channel | Security | AAA | Datapath | Interworking | Registration | Wireless Tables

hcces st Proisoning | s | Remote ca |

2 items
N
Interface Radio MAC PHY ID Tx Chains Rx Chains Bands
L wifi 48:A9:8A:B8:DE:3 0 0,1 0,1 5GHz A:20MHz, 5GHz A/N:20MHz, 2
L w2 48:A9:8A:B8:DE:3 1 0,1 0,1 2GHz G:20MHz, 2GHz N:20MHz, 20/,
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Konfiguracja domysina (6)

® © ® @ Mirotik HEDOBHV8TE4 - Int X +

€ > G @R AnNotsecure 192.168.88.1/webfig/#Interfaces * OB & O @
. Wireless 3
Mikrotik HEDOSHVBT64 || $saremode || & | & || quickset WebFig Terminal || =
& WireGuard
Interface | Interface List | Ethernet | EoIP Tunnel | IP Tunnel | GRE Tunnel | VLAN | VXLAN
vrRp || vETH || macsec | Bonding | LTE
Add New ¥ | Detect Internet
S
» | | 7items
T
Comment 4 Name Type Actual MTU L2 MTU Tx Rx
S
S bl R @ etherl Ethernet 1500 11568 | 60.6 kbps 8.1 kbps
o] @ etherz Ethernet 1500 |1568  0bps 0 bps.
] @ ether3 Ethernet 1500 1568 0bps 0 bps
ol @ etherd Ethernet 1500 |1568  0bps 0bps
] @ ethers Ethernet 1500 |1568  0bps 0 bps
—= LIE |x  wiit wiFi Wave2 I |0tps 0bps
(Kos | HE X @ winz WiFi Wave2 | |ops 0bps
#2 Partition
b Make Supout.rif
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Nowa sie¢ WiFi (1)

® © ® @ Mirotik HEDOBHVETE4 - Wi X  +

& 5> C @ AnNotsecure 192.168.88.1/webfig/#Wireless ¥ O ® & 0 @

e Mikrotik HEDOBHVST64 || P satemode || & | @ | quikser WebFig Terminal
4 WireGuard
> opp WiFi Wave2 Channel || Security | AAA | Datapath | Interworking | Registration

m=

| 32 Bridge Access List | Provisioning | Radios | Remote CAP.

% switen

e

ELD >

e [ 2=
. MPLS >

I 7 Comment a Name Type Actual MTU L2 MTU  Tx Rx

Routing 5
-|E] |xmB wifil WiFi Wave2 0 bps 0 bps
. System -

i SE v winz WiFi Wave2 0 bps 0 bps
& Queves P »
@ Dot1X

) Make Supout.rif
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Nowa sie¢ WiFi (2)

® © ® @ Mikrotik HEDOBHV8TBA - Int: X + .

€ 5 G @ AnNotsecure 192.168.88.1webfig/#Wireless.WiFi_ Wave2.6 % O & B ax &3 @

= Interfaces Mikrotik HEDOSHV8T64 Quick Set
&% WireGuard
D @) - o | rotinvlic | not running | not siave | not passthrough
S
Comment | ]
-
wes crent
*| ~ General
B
5 Name
o
&7 RADIUS
» Tools MTU v
3 Partition
| fartion | LTy v
b Make Supout.rif

MAC Addre

ARP ¥

Arp Timeout v
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Nowa sie¢ WiFi (3)

® © ® @ Mikrotik HEDOBHV8TBA - Int: X + .

€ 5 G @ AnNotsecure 192.168.88.1webfig/#Wireless.WiFi_ Wave2.6 % O & B ax &3 @

Mikrotik HEDOSHV8T64 Quick Set

= Interfaces

& WireGuard

masten) @B3URAD notinvalid  notinvalid | notrunning | notslave | not passthrough

¥ Configuration

Configuration v WPS Accept

N
Country || Poland ~

viviviv|v

Chains v —

Reset Traffic Counters

i

&' RADIUS
2 Tools
3 Partition
') Make Supout.rif

Tx Chains v

Tx Power v

Antenna Gain v

Hide SSID v
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Nowa sie¢ WiFi (4)

® © ® @ Mikrotik HEDOBHV8TBA - Int: X + .

€ 5 G @ AnNotsecure 192.168.88.1webfig/#Wireless.WiFi_ Wave2.6 % O & B ax &3 @

s Mikrotik HEDOSHVST64 || 4 safe Mode CUEERt feminal
@ WireGuard
eser) @B3W@) notinvaic  notinvalid | notrunning | notslave | not passthrough
~ cramel
S
T
5 Cramnet wiath +
=
Frequency v
Secondary Frequency v [ s )
Skip DFS Channel:
RADIUS y
| RRADIUS | ¥ Security
4 Tools >
#2 Partition Em=nlly
)| Make Supout.rif

Authentication Types v

Encryption v
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Nowa sie¢ WiFi (5)

® © ® @ Mirotik HEDOBHV8TE4 - Int X +

€« > C M

= Interfaces
& WireGuard

A NotSecure  192.168.88.1/webfig/#Wireless.WiFi_Wave2.6 ¢ O B & o« O 0 :

Mikrotik HEDOSHV8T64

2 Safe Mode

Quick Set.

Terminal

Master) @BBERED rotinvalia | notinvalid | notrunning | notslave | not passthrough
¥ Security Remove
. — =
S
C Types v
5
- a—
Group Encryption v _
T
ARADIUS Passphrase v
2 Tools >
3 Partition Disable PMKID v
') Make Supout.rif T
Management Encryption v
wes v
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Zadanie 2

Uzyj Mikrotika jako bezprzewodowego switcha:

1. Kilka komputeréw podtacz do uprzednio skonfigurowanej sieci

bezprzewodowej, np.:

# iw wlanO connect mynetwork
# ip address add 10.0.0.3/24 dev wlanO

2. Przetestuj potaczenia miedzy komputerami, np. przy pomocy
polecenia ping.

3. Wspdlnie z kolezankami i kolegami przetestuj maksymalna
osiggalng przepustowo$¢ sieci bezprzewodowych (uzyj narzedzi
netserver oraz netperf).

4. Powtérz powyzsze éwiczenie, gdy wszystkie sieci
bezprzewodowe beda dziata¢ w tym samym zakresie
czestotliwosci (patrz nastepny slajd).
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Zmiana zakresu czestotliwosci sieci

® © ® © Mikrotik HEDOSHVST64 - Int X +

<

< C @  ANotSecure 192.168.88.1/webfig/#Wireless.WiFi_W... Y O ® B o 3 a9 0
_ Wireless — -
— Mikrotik Fooemoce | & [0 | quose [ weog | rermna || =]
) WireGuard
<wifil>
34 Bridge master  bound Siave
i Switch
~ Channel Remove
Channel v WPS Accept

Band 4 |5GHZAX v WPS Client
dth & || 20MHz
Freq. Usage...
Frequency v |/5190-5210 a
Sniffer

Secondary Frequency v Torch

Skip DFS Channels v all Reset Traffic Counters

Channel

viviviv|v

i

i Files

» | P Security

» EAP

b Make Supout.rif

» FT
» AAA

» Datanath

cancel Apply.
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taczenie Mikrotika z siecig dystrybucyjna (1)

® © ® © Motk HEDOSHVSTE4 - Int X + o
<« G @  ANotsecure 192.168.88.1/webfig/#Bridge Y O = B o 3 @
L Wireless — -
—_— Mikrotik [ Fsoremoae] & [ 6 || quoset | weorg | termna [ =]
) WireGuard —
7 Ports || Port Extensions | VLANs | MSTIs | Port MST Overrides | Fiters || naT | Interface <wifil>
Hosts | MDB
e — 1
0items

Comment & Name Type LMY Tx Rx TxP:

>
>
>
>
>

)| Make Supout.rif
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taczenie Mikrotika z siecia dystrybucyjng (2)

® © ® © Mikrotik HEDOSHVSTE4 - Int X + o
<« G @  ANotSecure 192.168.88.1/webfig/#Bridge.Bridge.new Y O = B o 3 @
L Wireless — -
—_— Mikrotik Fooemoce | [0 | quokse [ weog | remna || =]
) WireGuard

<wifil>

Comment /[‘

~ General

Name

>
>
>
>
>

Type Bridge
MU v
Actual MTU

L2 MTY

MAC Address

ARP. enabled

ARP Timeout v

)| Make Supout.rif

Admin. MAC Address v

Cancel Apply.
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taczenie Mikrotika z siecig dystrybucyjna (3)

® © ® © Motk HEDOSHVSTE4 - Int X + o
<« G @  ANotsecure 192.168.88.1/webfig/#Bridge Y O = B o 3 @
L Wireless — -
—_— Mikrotik [ Fsoremoae] & [ 6 || quoset | weorg | termna [ =]
) WireGuard

Bridge - Port Extensions | VLANs | MSTIs | port MST Overrides | Fiters | naT Interface <wifil>
Hosts | MDB

Teimesh | |AddNew

1 item

Comment & Name Type LMY Tx Rx TxP:

>
>
>
>
>

bl R & bridge1 Bridge 65535 0bps 0bps 0

)| Make Supout.rif
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taczenie Mikrotika z siecig dystrybucyjna (4)

® © ® © Motk HEDOSHVST64-Br X  +

<« C [  ANotsecure 192.168.88.1/webfig/#Bridge.Ports % OB &K <« @
2 Wireless = -
—_— Mikrotik [ Fsoremoae] & [ 6 || quoset | weorg | termna [ =]

@ WireGuard
5 oop || Bridge | Ports | Port Extensions | VLANs | MSTIs | Port MST Overrides | Fiters | NAT | Hosts | MDB Bridge

0 items
>
C #  Comment Interface Bridge Horiz... Trust... rof  path Cost PVID
S
S
S

RADIUS
2 Tools S
#2 parttion

)| Make Supout.rif
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taczenie Mikrotika z siecig dystrybucyjna (5)

® © ® © Motk HEDOSHVST64-Br X  + o
<« G [  ANotsecure 192.168.88.1/webfig/#Bridge.Ports.0 ¥ O ® & 0 @
L Wireless — -
—_— Mikrotik 2 Safe Mode H o ‘ & H Quckset | weoig | Terminal H = ‘
) WireGuard

Bridge Port <wifi1>

inactive

Comment.

Enabled

~ General

>
>
>
>
>

Interface

Bridge bridge1 v

Horizon v

Learn

Unknown Unicast Flood

Unknown Multicast Flood

)| Make Supout.rif

Broadcast Flood

Trusted [

Hardware Offload

[ cancel
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taczenie Mikrotika z siecig dystrybucyjna (6)

® © ® © Motk HEDOSHVST64 -Br X  + o
<« G [  ANotsecure 192.168.88.1/webfig/#Bridge.Ports.0 ¥ O ® & 0 @
L Wireless — -
—_— Mikrotik 2 Safe Mode H o ‘ & H Quckset | weoig | Terminal H = ‘
) WireGuard

Bridge Port <ether2>

inactive

Comment.

Enabled

~ General

Interface

Bridge bridge1 v

Horizon v

>
>
>
>
>

Learn

Unknown Unicast Flood

Unknown Multicast Flood

)| Make Supout.rif

Broadcast Flood

Trusted [

Hardware Offload

[ cancel
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taczenie Mikrotika z siecia dystrybucyjnag (7

® © ® © Motk HEDOSHVST64-Br X  + o
<« G @ A Notsecure 192.168.88.1/webfig/#Bridge.Ports Y O = B o 3 @
L wireless — -
—_— Mikrotik ‘ 2 Safe Mode H o ‘ & H Quckset | weoig | Terminal H = ‘
) WireGuard

Bridge || Ports | Port Extensions | VLANs | MSTIs | Port MST Overrides || Filters | NAT | Hosts | MDB Bridge
Add New

2 items
>
C #  Comment Interface Bridge oY Path Cost PVID
S

o] 1 0 & wifit bridge1 no 80 10 1
S

ECIRERE & ether2 bridge1 o 80 10 1
S

)| Make Supout.rif
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Zadanie 3

Po wykonaniu krokéw z poprzednich slajdéw:
1. Do portu 2 Mikrotika podfacz komputer (R), nadaj mu adres
z sieci prywatnej, z ktérej korzystate$ wczesniej (10.0.0.0/24
w przyktadzie).
2. Skonfiguruj ten komputer, by dziatat jak router (forwarding,
SNAT).
3. Na komputerach podtaczonych do sieci bezprzewodowe;j:
- wytacz interfejs eml,
- usun routing domysliny,
- skonfiguruj routing domyslny tak, by te komputery mogty
korzystaé z Internetu poprzez potaczenie z R.
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