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Reference 

Architecture

(RA)

• An abstract SW architecture based on

one or more domains
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Security Reference Architecture

(SRA)

• Falicitates the definition

and implementation of 

security requirements

• Allows a better

understanding of 

concepts like security

policies or vulnerabilities
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NIST - System Orchestrator (SO)

27

 Defining and integrating the required data 

application activities into the ecosystem

 Configuring and managing the other 

components of the Big Data architecture

 Monitoring the system and requirements

NIST – Data Provider (DP)

28

 Introduces new data that feeds into 

the Big Data ecosystem

 It creates an abstraction of the data 

sources

 It has a collection of interfaces that 

acts like gates
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NIST – Big Data Application Provider (BDAP)
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 Provides a set of services along data 

life cycle to meet the requirements 

 Purpose: to encapsulate the business 

logic and functionality to be executed by 

the architecture

 Divided in activities: collection, 

preparation, analysis, visualization, and 

access.

NIST – Big Data Framework Provider (BDFP)

30

 The implementation of the Big Data 

logic 

 Support the activities of the BDAP

 Also provides the support services for 

the system, like communications.
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NIST – Data Consumer (DC)
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 Similar to Data Provider

 The interaction could include interactive 

visualization or creating reports by 

using business intelligence functions

NIST – Fabrics

32

 NIST proposal cannot be considered as 

a SRA, but it recognizes the importance 

of security

 The representation in blocks is not 

expressive enough. It provides little 

emphasis on how the subcomponents 

are connected

 It can be difficult to design and 

implement a Big Data ecosystem 
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 NIST proposal cannot be considered as 

a SRA, but it recognizes the importance 

of security

 The representation in blocks is not 

expressive enough. It provides little 

emphasis on how the subcomponents 

are connected

 It can be difficult to design and 

implement a Big Data ecosystem 

Security Reference Architecture for Big Data 

(SRA)
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SRA for Big Data - SO
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SRA for Big Data - BDAP
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SRA for Big Data - BDFP
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Application of Security Patterns

Security 

Pattern

Data 

Modification

Application of Security Patterns

Authentication* Data 

Modification
Role-based

Access Control*

*Defined in: Eduardo B. Fernandez. 2013. Security patterns in practice: designing secure architectures 

using software patterns. John Wiley & Sons.
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Application of Security Patterns

Application of Security Patterns
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Conclusions

UML diagrams Facilitate secure

implementation

Ease the

application of 

security patterns

Future Work

Identify

threats
Creation and 

adaptation of 

security patterns
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• Contact

Julio.Moreno@uclm.es
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Fernande@fau.edu
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Bonus Track

Comparison between RAs
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