Slide 1: Introduction

Ladies and Gentlemen!

Let us introduce ourselves. We are from Poznań University of Technology in Poland. Team members: Michał Kowalski, Michał Rein, Łukasz Szajkowski, Bartosz Nowierski (that’s me).... and our mentor: Jan Kniat.

We would like to present our CarTooth Project..... A Car Payment System

Slide 2: Why ?
Why did we decide on this project?

Well, we wanted to make something that will be useful for the society. And the system we have created is very useful. It will solve big problems, that drivers have every day.

Paying for parking at parking zones will be done without absorbing your attention at all. You will not waste any time for actions, like finding a parking meter or changing money.

You won’t have to wonder for how long you should pay... For an hour? Is it enough? Or perhaps an hour and a half? Our system charges only for actual time of parking, no more, no less.

Our parking meter can guard your car. It will inform you and the police, when the car is stolen.

Slide 3: Core of the system
CarTooth – it is a key part of our system.

It is able to make financial transactions by communicating via Bluetooth with so called Outside Units.

One type of Outside Unit is Parking Meter Unit, or shortly PMU. It can serve a few CarTooths and periodically charge them for parking at a parking zone.

For system management and for security reasons we created Administration Center. It gathers and analyses the data from Outside Units from allover the city and sends them some managing data.

Slide 4: CarTooth

CarTooth is a small and handy device.

It has got a Bluetooth module, of course.

It is very easy to install in a car. Just put it almost anywhere you like or stick it to a dashboard if you want.

CarTooth is built of inexpensive and popular integrated circuits.

It’s low power-consuming.

It has a keyboard and LCD screen with an easy-to-use menu... like in cell phones.

It is fully configurable according to a driver’s preferences, for example you can turn all the automation off, if you don’t trust the system.... yet.

Slide 5: Parking with CarTooth

How to park using CarTooth?

All you need is to arrive at a parking place and CarTooth will do everything for you. It connects to a Parking Meter Unit. It detects when engine stops and then starts paying for parking.

CarTooth can also pay on its own in parking zones without Parking Meter Units. We call them PMU-less parking places.

Slide 6: Monitoring

If you want, your car can be guarded while parking by CarTooth together with Parking Meter Unit. Just enter a command to lock it when leaving... or it can be automatically if you prefer.

If someone tries to use a car without entering a secret PIN, CarTooth detects it and informs Parking Meter Unit about it. PMU then triggers alarm and sends it to Administration Center; and Administration Center notifies the owner by sending SMS.

The police station is notified as well, and... thanks to Bluetooth’s short range, an exact theft localization is possible. As you can see we’ve made an advantage from disadvantage of Bluetooth.

But CarTooth is not integrated with a car. So how can we check if someone uses that car?... It’s simple! We installed accelerometer in our device, which detects vibration of working engine.

But what happens if a thief takes CarTooth out of a car? How can vibration be detected then?... The solution is also simple! We provided CarTooth with movement detection algorithm, again, based on accelerometer. Any displacement of the device will be noticed and alarm will be fired.

So maybe a thief can just turn CarTooth off. What happens then?.... Oh! In that case PMU loses connection with CarTooth and decides to trigger alarm on its own.

Slide 7: Vibration detection

So, how does vibration detection work?

Here we’ve got a signal taken from accelerometer when engine is off. As you can see the signal is not flat. There are some noises which have to be ignored.

On the left side of this graph we see a starting engine; and on the right an engine is working. 

It is easy to see that working engine causes high-frequency oscillations, and that’s how we detect it.

On the third graph there is a signal taken while a car was being trembled. There are some noises (you can see, these small fluctuations) and, like in the first case, we have to ignore it. The most important is frequency of the signal, which is low.

Of course we don’t want to call the police when someone just trembles a car and goes away. So CarTooth does not react to low frequencies. It trigger alarm only as a reaction to high frequencies (as shown on the second graph), because it means that engine is on, so a car is being stolen.

Slide 8: Checking

To check if cars are paying for parking as they ought to, we need an inspector.

This is a person who walks through parking zones with a small device – Inspector Unit.

Inspector Unit via Bluetooth queries Parking Meter Unit for a list of currently paying cars.

Then this list is displayed on inspector’s screen so that he or she knows exactly who is paying.

Cars which are at a parking place but not listed should be given a ticket.

Situation at PMU-less parking places is slightly different. This time, Inspector Unit connects directly to CarTooths and asks them if they are paying. And then, as in previous case, paying cars are listed on its screen.

Slide 9: Payment

You certainly wonder how users of CarTooth pay for this all?

We give two possibilities: 

One is that CarTooth has internal electronic account; this account can be recharged in a special kind of Outside Unit – Cash Box Unit. You just approach such unit with CarTooth, insert some coins or credit card into it and the selected amount of money is transferred to CarTooth’s account.

Alternatively drivers can have Parking Credit Account in Administration Center. In that case CarTooth acts as credit card. It just makes transactions which are sent to Administration Center. There, they are summed and the owner is sent a bill monthly. There is no need to use Cash Boxes.

This is a very comfortable way of paying, especially for big companies with many cars.

Slide 10: Additional abilities

We made our system flexible, so it can also be used for paying for other kinds of services.

Let us introduce another Outside Unit... Tollbooth Unit.

This unit controls a gate which stands at the beginning of a toll road or bridge.

When a driver approaches the gate, CarTooth connects to Tollbooth Unit and makes a transaction. Then gate rises so the car can go through.

It makes life easier as people don’t have to look for change while standing in front of the tollbooth. It even allows drivers not to stop, just slow down, to come through.

Slide 11: Administration Center

Administration Center consists of three parts:

First is a database, which collects data from the whole system.

Second is Central Communication Server, or shorter CCS, which is responsible for communication with Outside Units and provides security.

Third part is System Operators Module, shorter SOM. Its role is to manage the system.

Slide 12: Central Communication Server

CCS gets transaction information from Outside Units and stores it in the database.

It analyzes these transactions to check if everything is alright.

It gets self-test information from Outside Units.

It sends managing “messages” to them written in database (like prices and time of working).

It receives alarms informing about thefts from Parking Meter Units and passes them to the police station and even sends an SMS to the owner of a car.

Slide 13: Communication with CCS

But how should Outside Units and Administration Center be connected?

Well, we do not specify a network type. It can be either cable or wireless (like GSM or UMTS). We leave this decision to city authorities, as they will know better what technology they can afford.

What is important – our system does not require permanent connection. That will definitely  lower the costs of network and thus the costs of the system.

Slide 14: System Operators Module

SOM. It gives a user interface for managing the whole system.

It allows to city authorities to have an access to all parameters of all Outside Units like prices, time of working and others.

It also provides control over the data of drivers and their CarTooths.

Thanks to an easy user interface, operators of system can easily manage drivers’ accounts and write out invoices.

SOM offers also for complex statistics of  the whole city.

Slide 15: Security

As the system is based on money transactions we had to provide much security for it. Our system offers cryptography protection of communication between CarTooth and Outside Unit as well as communication between Outside Unit and Administration Center.

For authorization of units we use RSA algorithm.

To cipher transmission we decided to the use Advanced Encryption Standard.

Transmission cipher key for AES is negotiated with use of RSA and MD5.

This all makes us sure that every unit of our system works as we designed.

Forging CarTooth is extremely difficult. But even if someone managed to do it and tried to cheat, our Fraud Detection Algorithm implemented in Central Communication Center will detect it. In that case CCS sends a command to all Outside Units to ban such CarTooth, so it becomes unusable.

Slide 16: Marketing Outline

And now... money! Our system would be useless if it wasn’t fully economically justified.

CarTooths are inexpensive. A prototype we have built costs only $45 and will surely be less expensive in large-scale production. So people will eagerly buy it. For unwealthy people a version without accelerometers can be created. Although such version would not allow for monitoring and full automation of paying, it will be at least twice cheaper.

Slide 17: Marketing Outline

I will now say something about our system from the viewpoint of such a client as city authorities.

We suggest putting parking system into practice in three stages:

First, is Initial Stage. People get CarTooths. There are no Parking Meter Units, yet... This stage is extremely cheap for city authorities as they only need to spend money on some Inspector Units, Cash Box Units and computer in Administration Center.

Next, is Transitional Stage. Here Parking Meter Units appear in most loaded zones. This stage is more expensive, but car monitoring and automation is available. So the system becomes more attractive for customers... What’s important here, our system can cooperate with older systems in one place, to make transition between systems more fluent.

And Ultimate Stage. Parking Meter Units are everywhere. Our system is now fully functional. The most important thing in this concept is that the largest expenses are at the end, whereas profits come from the very beginning.

Slide 18: Future applications

CarTooth can be used to pay for any kind of service.

We designed a few other types of Outside Units.

A modified version of Tollbooth Unit can be used to pay at parking lots.

Similar solution can be used at gas stations.... or drive-thru restaurants.

Possible applications of our system are limited only by imagination of potential clients.

Slide 19: Demonstration

Now we will show you our system in operation.

